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Microsoft Windows Active Directory

B Authentication
— User logon
— VPN & Dial-up

B Group Policy
— Configuration Control
— Software Deployment

B The APS Windows domain was upgraded in October 2004 from a
Windows NT 4 Domain.

B The XOR Windows domain
— In service January 2004.
— Provides authentication, file, and print services to beamline systems.

— Provides a separate environment for beamline Windows systems,
allowing for a different set of Group Policies and patch management

philosophy.
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Cyber Security Related Activities

M Active Directory Group Policy is used to enforce configuration
management of operating system and application settings for Windows
2000 and XP based systems.

— This last shutdown the 1SS network scans performed by IT reported
zero Windows vulnerabilities on the public APS networks.

B Update Expert is used to remotely deploy Microsoft operating system and
application patches and service packs.
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Cyber Security Related Activities (continued)
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ePolicy Orchestrator 3.

Action  View  Help

ez BRI e
[ McAfee Security

B3 epolicy Orchestrator

=l

B McAfee Virus Scan oy

B -gg LostéFound
- CHM

2| Polies Prapeties | Tasks |

User Narme - spotempa
Computer Name - CALCULON
Description -

Domain Name - AP5

1 1 E éﬂ Subnet2 IP Address - 164.54.8.99
E nte r rl S e 8 I fO r d eS kto B B subnetes IP Host Name - calculon, aps. anl. gov
-2 Subnetsz IPX Address - A
B2 subneten NET Address - 0011043F0650
EE 05 Type - Windows P

O Platform - Professional

OF Yersion - 5.1

05 Service Pack Version - Service Pack 2

©O5 Build Number - 2600

Operating System OEM ID - 55274-640-0480171-23170
CPU Type - Intel Pentium [T or newer

CPU Speed - 2793

Number of CPLU - 1

CPU Serial Number - /A

Tatal Physical Memory (Evbes) - 1610072064
Free Memary {Bytes) - 899760128

Total Disk Space (ME) - 116271

and server virus
protection.

— McAfee ePolicy
Orchestrator to deploy
and maintain Virus
Scan.

— Provides the capability
to report and track
virus activity.

Default Language I - 0409
Subnet Adcress - 164,54.5.0
Subnet Mask - 255.255.252.0
Last Update - 10/6/2005 3:29:24 PM
[ ePolicy Orchestrator agent
&3] Produck Coverage Reports
[ Wirussean Enterprise 8.0
General
nskaled Fath - C:\Program Fiesietwork Associates\YirusScan
lugin Yersion - 80,0
anguage - 0403
nstalation Path - CiiProgram Files\Network Associates|VinusScan!,
zInstallDateTime - 2005-9-16T8:42:19

' Buffer Overflow Detection

FE[ BuFfer Overflow Reports

F2[* File, Share & Falder Protection
Port Blocking
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Cyber Security Related Activities (continued)

B Example of an immediate update due to the appearance of the ‘R’ variant
of the Sober virus in the wild.

— Date: 2005-10-06 09:09:05
* PCs at Current Virus Signature Version: 6
* PCs with Out of Date Virus Signature Versions 546

— Date: 2005-10-06 10:28:52
* PCs at Current Virus Signature Version: 549
* PCs with Out of Date Virus Signature Versions: 10
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File & Print Services

B User Home directories (z drive) .
B Central repository for Windows application installations.
B Print queues with the appropriate drivers that auto-install and update.

B Two node High Availability Windows cluster with ~2.5TB of disk.
— Windows 2000 Cluster (January 2003).
— Windows Server 2003 (December 2004).
— 3" node will be added to the Cluster during the Christmas shutdown.
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Citrix Services

B The Citrix servers provide access to Windows based applications and
administrative applications (PARIS, AMOS, TMS, CMS, etc...).

— Sun, Mac, Linux, and Windows based systems where conflicts with
locally installed software occur (Pro/E).

— Also provides remote access for the ASD Controls group to the
Accelerator control systems via MEDM & Exceed.

B Secure remote web-based access to administrative and office
applications via

B Windows Server 2003 & Citrix Metaframe XP
— Three production servers — in service spring 2004.

— Four supporting systems — Data store, Secure ticket authority, secure
gateway, and web interface.

— One test server — for testing patches and new software.
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Backup Services

B Data backup for all 32 Windows Servers and over 500 PC desktops.
— Full backups occur weekly and incremental backups nightly.

B Six backup servers with five tape libraries process approximately 6TB a
week.

— The IT staff performs, on average, two restores per week.

o Edt View Network Tools Window Help
[“Backup | Restore licy || Overvievs | Job Setup B
Job Monitor Current Jobs - 178 ltems
views 30b Hame Device Hame 0 Status .. | Start Time_~

APS Server Backup Selection List APSHTMAC Ci-APS Server Poley-Inc Backup Templ.,,  Server Backup. Scheduled 10/6/2005 7:00 PH
Calendar APS Server Backup Selection List APSNTMAC D:-APS Server Poly-Inc Backup Templ...  Server Backup Backip Seheduled Meddum None  10/6/2005 7:00 PM

eports | Devices | Media |

Restore Job Properti

EeRtIob AP Server Backup Selection List APSHTMAC System State-APS Server Folicy-Inc Ba...  Server Backup Backup Scheduled Wiedium None 10/6(2005 7:00 P
Filters P Server Backup Selection List ATON C:-4PS Server Polcy-Inc Backup Template  Server Backup Backun Scheduled Wedium None 10/6(2005 7:00 P Selections
o AP Server Backup Selection List ATON System Skate-PS Server Policy-Inc Backup .., Server Backip Backiup Scheduled Medium Nome  10/6/2005 7:00 PH Properties Seleotion list View b \iew format
AP Server Backup Selection List ATUM C:-APS Server Polcy-Inc Backup Template  Server Backup Backup Schedulzd Wedium Mone  10/6{2005 7:00 PH 3 =
AP Server Backup Selsction List ATUM System State-ARS Server Policy-Inc Backup ... Server Backup Backup Scheded Medium Mone  10/6(2005 7:00 P D“gcr § IF!estore 00055 *| | # Rescurce % Graphical Advanced.
. 2 elections "
P Server Backup Selection List BORON C:-4P5 Server Policy-Inc Backup Template  Server Backup Backun Scheduled Wedium None 10/6(2005 7:00 P ) : - ' Media ¥ Show file details
4P Server Backup Selection List BORON D i-4P5 Server Policy-Inc Bachup Templats  Server Backup Backiup Scheduled Medium Nome  10/6/2005 7:00 PH Fresource Credentials Load §elections from Exlsting List... |
=20 S AP Server Backup Selection List BORON Shadow?Copy?Compenents-APS Server Po...  Server Backup Backup Seheduied Mediur Mone  10/6[2005 7:00 P Device  Tent
b History View - AP Server Backup Selection List CADMILI C:-APS Server Poley-Inc Gackup Template  Server Backup Backup Scheduled Wiedium None 10/6(2005 7:00 P Search Catalogs
Irsrs) PS Server Backup Selection List CADMIUM Shadow?Copy#Components-APS Server ... Server Backup Backup Scheduled Medium Hone  10/6/2005 7:00 P Destination —Atalog [V Freviewpane W Include subdirectories

AP3 Server Backup Selection List CARME M:-APS Server Policy-Inc Backup Template  Server Backup Backup Scheduled Medium Mene  10/6/2005 7:00 M File Redirection
AP Server Backup Selection List CARME Ni-APS Server Policy-Ine Backup Templats. Server Backup Backup Scheduled Miediun [ 10/6/2005 7:00 PM Micrasoft SOL Redirection (] |21 Groups ;I Name & | —
AP5 Server Barkup Selection List CARME Shadow?Copy?Companents-APS Server Po...  Server Backup Backup Schedued Wedum None  10/6/2005 7:00 P
40 Serve Dackup Selection List CASTOR Ci-AP5 Server Poiy-Inc Gsckup Templste  servertsckip  bsckip  Scheduld edu None 1052105 7200 10 Microsoft Exchange Redie O 1516,_share [ L 4dmin Tools
APS Server Backup Selection List CASTOR Shadon?Copy?Components-4PS Server .., Server Backup Backup Scheddled Medium Hong 10/6/2005 7:00 PH Microsoft SharePaint Redir [ RECYCLER =1 D [Z3 dem
APS Server Backup Selsction List CHROMIUM C:-APS Server Policy-Ine Backup Templ... - Server Backup Backup Scheduied Medium Wone  10/6/2005 7:00 P Sattings [ ResC_share 0] @ nownioads
PS5 Server Barkup Selection List CHROMIUM D:-APS Server Policy-Inc Backup Templ...  Server Backup Backup Schedued Wedum None  10/6/2005 7:00 P .
APs Server Backup Selection List CHROMIUM Shadow?Copy7Components-aPS serv... | Server Backup Backup Scheduled Medum None  10/6/2005 7:00 PM General L1 System valume Information [ [ Linux ATI driver
AP5 Server Backuo Selection List CURIUM M;-APS Server Policy-Inc Backuo Temolate  Server Backuo Scheduled Medium 10/6/2005 7:00 PM Advanced D D UESshare D D M5 Inventory
Fre/Past Commands =0 % Eﬂ:ﬁ O] & My Documents |
ros
Devie N... | Job Type | Job Status Start Time EndTme_~ Elapsed Tme L A L1 plssm [ (0 rew Citr: Stuff
'8 Unlock Lbrary COMPAQ3  Unbck Successful | 100%  L0J6/2005 8:00 AM  1DJ64Z005 600 AM 00003 | Microsaft Exchange [ (2 Packages
(B8 4P Server Backup Selection List VANADIUM Shadaw?Cepy?Campanents-APS 5., COMPAQ 7 Backup Successful 100%  10/5/2005 11:36 P 10/5/2005 11:48PM D216 1,166,6% Microzoft SharePoint [ sharma_restore o@ f
[ 4P server Backup Selection List Gallum GALLIUM Ci-8PS Server Folicy-Inc Back... COMPAQE  Backup Complete. . 100%  10/5/2005 11:38PM  10/5(2005 11:43PM 0:04:47 44,17 Latus Domino pwisare
8 5achup Selection List 0012 MAGHESILIM 0:-APS Server Policy-Inc Backup Template  COMPAQS  Backup Successful  100%  10/5/2005 1137 PN 10/5/2005 11:35FM o126 e O 3 seripts
(% 45 Server Backup Selection List Gallum GALLIUM Shadow? Copy?Components-h... COMPAQ 6  Backup Sucessful 100%  10/5/2005 11:27 M 105(2005 11:37 PM 00517 1,160,250 Nefware SMS ) (571 Sewuras ChifF,
APS Server Backup Selection List Galium GALLIUM Di-APS Server Policy-Inc Back... COMPAG 7 Backup Successhul 100% 10/5/2005 11:32 PM 10/S§2005 11:36 PM 0:03:58 E Metwark and Firewall Pl I
(8 s server Backup Selection List Gallum GALLIUM Utilty Partition-APS Server Po... COMPAQF  Backup Successful 100%  10/5/2005 11:28PM  10/S(2005 11:32PM 0:03:56 41,100 Lirus/Uris
(% Backup Selection List 0012 MAGNESILM Shadow? Copy7Components-AP5 Server... COMPAQT  Backup Suceessful 100%  10/S[2005 11:20PM  10/Sf2005 11:28 P 00743 1,197,568 .
(%) 45 Server Backup Selection List YANADIUM Di-APS Server Policy-Inc Backup Ts.., COMPAQ6  Backup Successful 100%  10/5/2005 11:26PM  10/502005 11:27 PM 00106 - Noatification
it (8 4pS Server Backup Selection List YANADIUM C:-APS Server Policy-Inc Backup Te... COMPAQ6  Backup Suceessful 100%  10/5(2005 11:22 PM  10/5{2005 11:26 PM 0:04:26 38,74 Frequency
(ST PR 4| (¥ £ackup Selection List 0012 MAGHESIUM C:-APS Server Policy-Inc Backup Template  COMPAQ & Backup Complete. . 100%  10/5/2005 11:19PM  10/5(2005 11:22 PM 002144 46,340 Schedule General
[ 1 filters (M 4P Server Backup Selection List FLOURINE D:-4P5 Server Policy-Inc Backup Te...  COMPAQ 7 Backup Suceessful 100%  10/S[2005 11:15PM  10/5(2005 11:20 M 0:04:58 31,42
18 495 Server Backup Selection List IODINE Shadon?Copy?Components-APS Serve.., COMPAQE  Backup Successful  100%  LO/S2005 1104 P 10/5/2005 11:09 PN 00455 844,72t Mam spotempa
(8 45 Server Backup Selection List NICKEL Ut-APS Server Policy-Inc Backup Tenpl... COMPAQF  Backup Successful 100%  10/5/2005 10:49PM  10/5(2005 11:15 PM 02549 1,929,5%¢
() P Server Backup Selection List TRON Shadow?CopyZComponents-APS Server ... COMPAQS  Backup Successful 100%  10/5/2005 11:07 PM 10/5(2005 11:14 PM 0072 1,097,5%
(% 45 Server Backup Selection List HORUS Qi-AP5 Server Policy-Inc Backup Templ... COMPAQ6  Backup Suceessful 100%  10/S[2005 11:05PM  10/5(2005 11:07 PR 0:01:59 6
B 4P5 Server Backup Selection List SODIUM O:-4PS Server Polcy-Inc Backup Tem..,  COMPAQ6  Backup Complete...  100%  LO/S/2005 11:02PM 1052005 13:05 PN w2z
(8] 45 Server Backup Selection List BOROM Ci-APS Server Policy-Inc Backup Templ... COMPAQE  Backup Complete... 100%  10/5/2005 10:56 PM  10/5(2005 11:02PM 0:05:57
() 4P Server Backup Selection List THEMISTO Shadon?Copy?Components-4PS Se... COMPAQ6  Backup Succsssful 100%  10f5(2005 10:51 M 10/S{Z005 10:56 il 00518 < | LI
(M, 4P Server Backup Selection List SELENIUM Di-APS Server Policy-Inc Backup Te...  COMPAQ 6 Backup Suceessful 100%  10/S[2005 10:46 P 10/5(2005 10:5L P 0:02:56
8 4PS Server Backup Selection List SELENIUM C:-APS Server Policy-Inc Backup Te.,,  COMPAQ7  Badkup Successful | L00%  LO/S/2005 10:45 P 10/5/2005 10:49 PN w0kl
), 425 Server Backup Seloction Lt ELARA Shadow?Copy?Components-APS Server... COMPAQ & Backup Successful | 100%  L0JS(2005 1041 PM 10/5{Z005 10:45FM o700 Run Now | | Cancel | \ Help |
(9, 1P Server Backup Selection List SINOPE C:-4PS Server Policy-Inc Backup Templ... COMPAQ7  Backup Suceessful 100%  10/S[2005 10:40PM  10/Sf2005 10:45 M 0:04:31
18 4P Server Backup Selection List CHROMILIM C:-APS Server Policy-Inc Barkup T..,  €OMPAQS  Backup Siccessful | 100%  L0/5(2005 10:35PM 10542005 10:41 PN 0.05:48 2
i 4P Server Backup Selection List NICKEL ¥:-APS Server Palicy-Inc Backup Templ... COMPAQ?  Backup Complete...  100%  10/52005 10:17 PM 1052005 10:40 PN 0:23:13

Done '] 175 Scheduled Jobs, 0 Jobs on Hold, 0 Active Jobs [ [ B seLEnM
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Other Services

® Microsoft Project Server
— Used by ASD to coordinate Accelerator activities.

B Hewlett-Packard Web Jet Admin Server
— Used to configure, secure, and report errors for HP printers.

B Vocera

— Instant voice communications between users via the 802.11 wireless
infrastructure.
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The Future - Software Deployments with SpecOps Deploy

B SpecOps Deploy addresses the short comings in Active Directory’s
Software deployment

— Scheduled and targeted deployments.
— Feedback on how the deployment is proceeding.

— Adds the ability to deploy traditional setup packages, such as Mozilla
Firefox or Thunderbird.

(g Specops Deploy Control Center

©. Specops Deploy"” Control Center

# Home Deployments
Package Target State Erars| Success| Success| =
T o e 4 | ‘ | i mm‘ | \D Mew deployment
B A
[ = lo Redeplay
# Tasks 3 i . Dieplaying 1 £
@ Netscap Windows P Deploying 1 'D Upgrads
O Dol " & wirzip Windows XP Deploying 1 3
e ‘@ Firefox Windows 2P Deploving 1 @ Undepioy
8 Thunderbird Windows 2P Deploying il = y
= @ Microsoit Office Pro 1. Windaus 3P Deploying 1 © Editdsployment
# Objects @ dobe Acrahat 701 and. Windows }P.. Dieplaying 1 @ — "
(@ Adohe Acrobat 7.0.2 and.. Windows XP.. Deplaying 1 L
[ Packagss 8 Backup Exec Remote Agent  Windows XP Deploying
‘@ Adobe Acrobat 7.0.3 and. ‘Windows ®P.. Deploving

[ Targets
[ Depl it -

ST lo Deployment feedhack
[0 Package categoies

# Options

[0 Select Group Policy obiect

O Erter license information

10
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The Future - Window Server Update Services (WSUS)

Z§ Microsoft Windows Server Update Services - Microsoft Internet Explorer g@|[z|
1 L] File Edit Wiew Favotites Tools Help
B More effective updates: an  8-Ghalecs bl
—_— U p d ate EXp e rt iS ke p u S h n Address |@ http: ffmagnesium. aps. anl.gov: 853004 SLISAdming

GDDg]E-‘ v| |Gl search = g0 Shideblocked ¥ check + U\ Autclink -

based. Only the systems e 5 o 5
that are on-line will get |
the updates.

Welcome to Windows Server Update Services

WS S i S 11 p u I | 1] b ase d ‘fou can use \Windows Server Update Services to quickly and reliably deploy the latest updates to your machines, Get the latest WSS news from
—_— Microsoft
l | . Microsaft

SySte m S WI | I C h e C k_ I n WI t h ~fl Status as of Thursday, October 06, 2005 3:28 PM

Updates Synchronization Status

. Total: 590 Last synchronization: 10/6/2005 7:16 AM
th e WS U S S e rve r an d WI I I Approved updates: 430 Last synchronization result:  Success
Updates not approved: 99 Mext synchronization: 10J7/2005 7:15 AM
Declined updates: 11 Current status: Ide

automatically download R e & e

Updates needed by compubers: 68
Status of Downloads

any required updates to compuers . ke
the Windows operating e &
systems or Microsoft e

Office applications. T A o st

- - & new products and 0 new classifications have been added in the past 30 days.
- WS U S WI I I p rOV I d e an & Use Secure Sockets Layer (S5L)
. WslS has dete_ctet_:l thaFt y?:u are not us_ing Secure So_cl;ets La_yer {55L). !\‘Iicrosnft recon;gends using 550 ko secure administration and client to
effe Ctlve p atC h servet cormunications For better security, For more information, see Using Secure Sockets Laver (S5L),
m an ag e m e nt fO r Syste m S 2005 Microsoft Corporation. All rights reserved. Privacy Statement | Build 2.0.0.2472
th at are n Ot CO n ti n u O u S Iy a httpefimagnesium, aps. anl.gov:8530/ WSS Admin ‘\-ﬂ Laocal intranst
online, for example

laptops.
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The Future — Software and Hardware Asset Inventory

M [n February 2005 the IT group was required to complete an inventory of
all Microsoft products for the Laboratory’s Enterprise Agreement with
Microsoft.

— Some of the inventory collection process was automated.
— All of the data correlation was done by hand.

— This inventory will need to be repeated yearly for the duration of the
Enterprise agreement.

B “Asset Tracking” by Opsware (formerly Asset Insight by Tangram)
provides automated hardware and software inventory and reporting.
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